THE COUNCIL OF EUROPE GUIDELINES: Public access to and freedom of expression in networked information

1. Principles of Public access

1.1. Cultural institutions providing public access to networked information and communication should do so for all, without regard to race, nationality, religion, culture, political affiliation, physical or learning impairment, gender or sexual orientation.

1.2. It is the responsibility of individuals using Public Access Points to decide for themselves what they should, or should not, access.

1.3. Those providing Public Access Points should respect the privacy of users and treat knowledge of what they have accessed or wish to access as confidential.

1.4. So as to enable users to make the fullest and most independent use possible of networked information and communication, those providing Public Access Points should provide assistance for everyone to acquire the skills required to use such services.

1.5. In the interests of an informed citizenry and a healthy democratic process, access to information content generated by local, regional and national public authorities should be promoted at all Public Access Points.

2. Children’s Access

2.1. Children choosing to use those Public Access Points that are provided for whole community use should, as far as possible, be able to do so under the same conditions as other users. Nevertheless, in order to avoid access to harmful and/or illegal content, filtering systems requesting the use of personal age codes should be provided at Public Access Points.

2.2. Children have a right to expect that Public Access Points will provide instruction and assistance in developing those skills which will enable them to become confident and capable users.

2.3. Although it is the responsibility of parents to advise their children about choices in the use of networked information and communication, the staff at Public Access Points should provide guidance for children.

2.4. Because networks offer real time communication as well as access to stored information, parents should take particular trouble to advise their children about the potential risks of online contacts made with strangers. Parental warnings about online contact with strangers should be reinforced as part of the education and training processes.

2.5. Access points provided specifically for children should provide them with high levels of guidance and assistance in locating content appropriate to their needs.

3. Access to Specialised Institutions

3.1. Specialised institutions such as museums, archives and subject-orientated information centres have a particular responsibility to promote access to content in their fields by developing new information resources and programmes to digitise relevant existing resources. 

3.2. Unlike cultural institutions which are set up to serve the whole community with a full range of information, it may be necessary for specialised institutions to develop a policy which confines the permitted range of access to that which is relevant to the institution’s aims and objectives. Additionally, institutions operating intranets and closed access internets, will need to restrict access to material such as that, in the case of archives, relating to certain aspects of official administration and personal data. Users should be made aware of any such restrictions by the public display of the relevant policy statements.

3.3. Specialised institutions should not, however, impose limitations beyond the extent needed to ensure resources are committed to their primary purpose.

4. Management of Public Access Points

4.1. A Public Access Point is more than a group of workstations with network connection: a properly managed environment with suitable levels and quality of staffing is also required.

4.2. Those responsible for the education and training of information professionals should ensure that the programmes they provide contain elements designed to produce well-prepared managers and staff for Public Access Points. 

4.3. It is the responsibility of management and staff of Public Access Points to facilitate public access to networked information and communication so that individual users have the necessary skills and a suitable environment in which to make their choices of information sources and services freely and confidently.

4.4. The staff of Public Access Points should be pro-active in identifying and facilitating access to quality networked information content, particularly for young people. It is appropriate for information professionals to create gateway pages for this purpose.

5. Disruptive Use

5.1. It is the responsibility of the managers and staff of Public Access Points to provide a positive and encouraging atmosphere for the use of networked information and communication. This may, in turn, require them to deal with instances of access to content by one user that disrupts the work of others.


5.2. Staff should not be required to exercise general supervision of usage with the express intention of identifying the use of illegal or otherwise distasteful content. However, if such is drawn to their attention, they have an obligation to request the cessation of illegal use and to encourage more discreet use of other disturbing content.

5.3. Cases in which it proves necessary to request a user to discontinue access to particular content should be handled according to a pre-established and transparent process.

5.4. In such cases the action taken should be reviewed immediately to establish whether it was appropriate and what further action, including restoring the users’ right of access, might be required.

5.5. The layout and equipment of Public Access Points should be designed so as to minimise disturbance from images and sounds retrieved by other users.

6. Filtering, Rating and Warning Pages

6.1. The use by managers of Public Access Points of software filtering systems to block access to certain content is an unwarranted interference with the individual’s freedom of access to information. If filtering and blocking systems are to be made available, it should only be as an option that individuals can choose and calibrate at their own preferred levels.

6.2. The use of software product (known as recommender systems, intelligent agents, content management systems, etc.) to filter networked content for positive recommendations is potentially an important contribution to effective network use and the availability of such products at Public Access Points is to be encouraged.

6.3. Metadata attached to content, which might include rating or labelling, can be used to help users make selections, and it can also facilitate recommendation of content by suitable software on grounds of quality and relevance

6.4. Rating data which is applied to a site, whether by the information providers themselves or by independent third party agencies, should conform to standards created by independent bodies recognised by information providers as competent to perform this task. An appropriate metadata platform should be used for such purposes.

6.5. When assisting users, the staff of Public Access Points should be prepared to draw their attention to the warning pages attached to many sites that contain controversial content, but should also make it clear that not all sites carry warning pages.

6.6. The age verification systems attached to some sites with controversial content also warn users that they might wish to avoid such content, but users should be made aware of the risks associated with supplying personal data to such systems if they  are not operated by reputable organisations.

7. Internet Use Policies

7.1. A Public Access Point should be operated within a clearly articulated and publicly available policy, consistent with the principles of this text, and expressing the balance of responsibilities between staff and users.

7.2. The management of Public Access Points should involve relevant bodies from civil society (professional associations, network management boards, trades associations, local community groups, library advisory boards, school parent/teacher associations, etc.) when discussing policy on access and developing Internet Use Policy documents for public distribution and display.

7.3. Guidance in the formation of policy should be sought from the large numbers of existing Internet User Policies, acceptable use policies, parental guidelines, and codifications of “netiquette”.

7.4. The application of policy in practice should be subject to constant review and consultation so that the aims and objectives of the service continue to be achieved.
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